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Containers or Hypervisors, Which is
Better for Database Consolidation?

in collaboration with
Asraa Abdulrazak Ali Mardan

Introduction 4 sslab

= Virtualization becomes an essential building block
in today datacenters

= Meeting growing demands of resources by providing
resources sharing and consolidation

= Brings significant cost savings

= Major virtualization technologies
= Hypervisor-based solution like KVM , Vmware ..etc

= OS-level Virtualization or containers such as LXC ,
Docker..etc

Containers vs Hypervisors 4 sslab

= Trade off between performance and isolation
= Container provides near native performance with no
virtualization overhead
= Hypervisor provides strong isolation

vMm1 VM2
2N
Virtualized Virtualized
| hardware hardware App Aep )
) Cgroup
Host kernel = Hypervisor Host kernel = Namespaces

‘ Hardware ‘ Hardware




Disk I/O Performance A sslab
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Disk Bandwidth usage[%)]

= Containers provide good performance isolation
= Two VMs/containers are lunched
= The one VM/container given 70% share, the other 30%
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Research Question
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= Question:

= Which is better for database consolidation?
Containers or Hypervisors?

= Answer:

= Looks containers are better because of:
Better disk 1/0O performance
Comparable disk /O isolation

s LEBDAEST-EALGN
= ELHIBBRTELRER
= RGARDETHLL

Answer: FRELIT T DR /. sslab

= Hypervisors are better for DB consolidation
= Provide better throughput
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Disk Bandwidth usage[%]

= Hypervisors are better for DB consolidation
= Provide better throughput & isolation
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Example of Linux Bugs (1) A sslab

» SME/NT TIZ, FEFELE->TWS
= Bl “RILRAVBBER” DY
tun/tap: Fix crashes if open() /dev/net/tun and then poll() it.
Author: Mariusz Kozlowski <m.kozlowski@tuxland.pl>

RAVEEH tun £B 8
« tun [FXILTIEARLN

struct sock *sk;
unsigned int mask = 0;
if ('tun)

return POLLERR;
sk = tun->sk;

struct sock *sk = tun->sk;

tun AR ESIHERE

SLAES
LRATE tun AXLNESIHERE

LTHAD tun->sk ASIELLY




Linux [2E1F5 “BHEL” /8T 4 sslab

o BEGHNBRITRONSNTZRE
[Palix et al. 2011]

= Null (RILBREEN):
Null 289 MLV EROREOFIvIE
= Inull (Inconsistent null check):
RAEBBELIZITRIL-FTvH
- SEFEDNT DA
= Block (Calling blocking func in non-blocking context)
TaYILTORVFENILTFFRNTT OV T HEHEER
- Bl REVOVOEREFLFEE, OvIEESTS
— Bl IFAINDRT LD

= BE R2BEONTERE

Linux TH“BIBA" T DK SABHD  ~sslab

s EQN—230TEHIEF 700 BD/ATHHS
= Linux 2.6.0 ~ 2.6.33 ETOHFE [Palix et al. 2011]
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Example of Linux Bug (2) A sslab
s 0S HLLVAY: BlRAADAIIVTITIRTFT B/

k’gi‘a;‘*—”m“"c—md(5“"”‘ usb_hed static irqreturn_t ohci_irq (struct usb_hed *hed, struct pt_regs *ptregs)
c
{

{ Interrupt occur -
. & NullARA 22
if ((ol head 1=0

hei->heba>done |
&& ! (he32_to_cpup (ohci, &ohci->heca->done_head)

ohci_mem _cleanup (ohci); %000 T
if (ohci->heca) { '

remove_debug_files (ohei);

'
}

ohci->hcea = NULL;

ohci->heca_dma =0; Interrupt occur drivers/usb/host/ohci-hed.c
hed->state = HC_STATE_HALT; Linux 2.6.18
if (hed->irq >=0) id: 71795¢1df30b034414c921b4930ed88de34ca348
free_irq(hed->irq, hed) THIESH TS

ush_deregister_bus(&hed->self);
hed_buffer_destroy(hed);

' R ARAT Tl B DA AL

drivers/usb/core/hed.c

Example of Linux Bugs (3) 4 sslab

= Many Linux device drivers assume device
perfection [Kadav et al. 2009]

= Example: Infinite polling
= Driver waiting for device to enter particular state
= If device not working correctly, the loop never ends. Hang

static int amd811le_read_phy(......)

reg_val = readl(mmio + PHY_ACCESS);
while (reg_val & PHY_CMD_ACTIVE)
reg_val = readl(mmio + PHY_ACCESS)

(AMD 8111e network driver(amd8llle.c)

Example of Linux Bugs (3) A 3slab

= Solution: add the code for timeout
= If timeout occurs, recover code is invoked

static int amd811le_read_phy(......)

timeout = 0;
reg_val = readl(mmio + PHY_ACCESS);
while (reg_val & PHY_CMD_ACTIVE) {
reg_val = readl(mmio + PHY_ACCESS)
if (timeout++ >= 200)
__shadow_recover();

AMD 8111le network driver(amd8llle.c)




Eliminating bugs

/. sslab

= Bugs in software have to be eliminated
= To avoid security issues and low availability
= Developers do a lot of debugging efforts
Code review, testing, maintenance etc.
- Static code checkers help developers find
typical bugs

Finding Null dereferences
in Linux kernel
_ with Clang static analyzer

v
>

ference o  ul poite osded o varisbever)

Why "typical" bugs? Asslab

» Focusing on typical bugs is reasonable
= People make the same mistakes as others have done
» Examples of typical bugs:

= Pair API misuses e.g., alloc/free, lock/unlock
[Saha et al. '13], [Palix et al. "11]

= Unhandled device failures e.g., infinite polling
[Kadav et al. '09]

7 sslab
‘system software

Who writes what checkers?

= Knowing typical bugs is difficult
= Bugs are human mistakes
Hard to predict typical developers' behaviors
= Many bugs are domain-specific

>50% of bugs in Linux file systems are violations of file
system semantics [Lu et al. FAST'13]
Hard to understand semantics in large-scale software

7 sslab
system software

Learning from bug repositories

= Challenge: Recognizing many & similar patterns
= Hard to understand & summarize many documents

= Bugs are often documented in English
= E.g., >370,000 patches in Linux kernel
= Developers can extract typical bugs

<> PR
A index : kernel/git/torvalds/linux.git
[ P

Goals 4 sslab

= Use machine learning to extract typical patch
documents in Linux kernel

= Many & similar patches are extracted

» Extract bug patterns from the extracted typical
patch documents

» Develop checkers for the extracted bug patterns
= Apply the checkers to the latest Linux kernel

_~sslab
system software

Extracting many & similar patches

= Natural language processing calculates the
similarity of patches
= Latent Dirichlet allocation (LDA) [Blei et al. '03]
» Clustering groups similar patches
= Recursively divides clusters by 2-means

= Enables us to extract large groups (5,000 - 10,000) of
similar patches

Clustering

meligittorvaldsfinux.git




LDA in short 7 sslab

= LDA infers latent topics in documents

= A document is regarded as probability sets of topics

The similarity of two documents is the distance between the
probability sets for them

= Keywords characterizing patches can be obtained

In function devkmsg_read/writev/liseek/poll/open()..., the function raw_spin_lock/unlock is
used, there is potential deadlock case happening. CPU1: thread1 doing the cat /dev/kmsg:
raw_spin_lock(&logbuf_lock); while (user->seq == log_next_seq) { when thread1 run here, at
this time one interrupt is coming on CPU1 and running based on this thread,if the interrupt
handle called the printk which need the log buf_lock spin also, it will cause deadlock.

T

1 |
(Dlo 3) = Tli=y S p(0ale) Ty s 2 an |00t | 3)) ]

3)
L ~ plwlen ) = [ POl ., lzalO)p(nl2n. 3)d0

LDA:

PO, =|w. 0. 5)

topic A: 0.113, topic B: 0.055, topic C: 0.04 topic D: 0.038, topic E: 0.038, topic F: .....
Keywords:lock, unlock, spin, lock, protect,

Analyzing Linux patch documents Asslab

= 370,403 patch documents are analyzed
= Linux 2.6-rc2 ~ 3.12-rc5 (April 2005 — October 2013)
= Merge commits are excluded

= Analyzer has been implemented on Hadoop
MapReduce

= LDA from Apache Mahout
= Result: 66 clusters

= Linux had topics for general software bugs, OSs,
devices, CPU platforms, etc.

Result 1/3: common bugs 7 sslab

n Clusters for bugs in general software
= Null dereferences, memory leaks, lock/unlock
= Typical software bugs in the Linux kernel
= Example document: memory leak
= Topic keywords: memory, leak, cpu,hotplug
= Misuse of kmalloc() and kfree()

commit 003615301, 2nd paragraph

USB: io_ti: fix port-data memory leak
Fix port-data memory leak by moving port data allocation
and deallocation to port_probe and port_remove.

Result 2/3: hardware sslab

» Clusters for CPU platforms and devices
= ARM, X86, GPU, USB, NIC, etc.
= Major hardware-speicifc issues
s Example document: ARM
= Topic keywords: arm, mach, h, asm
= Problems deriving from ARM features

commit 9cff337, 3rd paragraph

So far as | am aware this problem is ARM specific, because
only ARM supports software change of the CPU (memory
system) byte sex, however the partition table parsing is in
generic MTD code.

Result 3/3: common OS features 4 sslab

» Clusters for common OS features
= Interrupt handling, buffer cache, DMA, etc
= Typical implementation issues in OSs

= Example document: interrupt handling
= Topic keywords: irq, interrupt, msi
= Problems around masking interrupts

commit ea6dedd, 2nd paragraph

Extracting bug patterns from a cluster Z.sslab

The current OMAP GPIO IRQ framework doesn't use the
do_edge_IRQ, do_level_IRQ handlers, but instead calls
do_simple_IRQ. This doesn't handle disabled interrupts properly,

so drivers will still get interrupts after calling disable_irq. ....

= The cluster for interrupts are expected to typical
bugs in OSs
= The cluster remains too large (5,334 patches)

= Topic keywords help us extract interesting sub-
clusters
= A sub-cluster with keyword "free" is expected to have

bugs around free and interrupts

= The sub-cluster with keyword "free" contains 364
patches
= 160 are identified as bugs




Result: the misuse of free_irq() is commonZ.3slab

Developing checkers Asslab

1: free_irq() with inconsistent device 1D 41 = A domain-specific checker for free_irg() misuse
2: missing free_irq() on initialization error 25 = Checks the consistency of two arguments
path Interrupt number and device ID
3: free_irq() with invalid irg 25 = Checks a typical life cycle of PCI device drivers
4: missing free_irq() on module unloading 13 Probe, suspend, resume., remove, shutdown, etc.
- = Runs on the Clang static analyzer
5: double free_irq() 9
6: freeing other src before free_irq() 7
7: freeing pages with interrupt disabled 7
8: missing free_irq() before suspend 6
9: freeing shared irq with interrupt enabled 5
Other (most contain free and irq) 22
Total 160
Checking Linux 3.15 /. sslab ESVOTESERYYZDM? (FD3)  £sslab

= 2 bugs are found across 593 PCI drivers

o e

ra(socketych_ira, yenta_intorrupt, INOF_SHRED, “yenta’, socke)) {

1, request_irq() succeeded

ssacket);

2, pcmcia_register_socket() fails

o ket s 3, Freeing src although
«=@:  interrupts may be delivered

celdon):

' 4, A device probe fails without free_irq()
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Towards Multi-tenant GPGPU:
Event-driven Programming Model for
System-wide Scheduling on Shared GPUs

in collaboration with
Yusuke Suzuki*
Hiroshi Yamada**, Shinpei Kato***

* Keio University
** Tokyo University of Agriculture and Technology
*** University of Tokyo
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Case Study: grep_text Asslab

* Port GPUfs grep_text application
— To show GLoop can represent GPU eaters with
reasonable performance
* Gloop's grep_text performance is comparable to
one of GPUfs’ and CUDA vanilla one
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Consolidation: throttle P

¢ To show GLoop can interleave kernel executions among
GPU eaters

* Run 2 instances of throttle GPGPU app

— Throttle performs event loop callbacks 10000 times
Execution times of concurrent ones are almost doubled
compared to one of alone one (2.07x and 2.08x)

R.72 8.78

Execution time (s)

S=R Wk ~00

concurrent]

concurrent2

Consolidation: copy1GB P

* Run 2 instances of copylGB
— Copy1GB performs 1GB file copy using GLoop 1/0 ops
— File contents are cached in OS buffer cache
* CopylGB performs frequent Host-Device memory transfers
* Interestingly, concurrent ones are faster than doubled time of
alone one
— 1.73xand 1.71x

Execution time (s)

concurrent2

concurrent]
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Figure 11: Execution times of GPU tasks with 1, 3, and 7
throttles.
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Figure 13: Execution times of GPU tasks with 1, 3, and 7
throttles. 66% of GPU computing resource is assigned to
GPU tasks.
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Figure 12: GPU usage of GPU tasks and concurrently running throttles (over 200 ms). 66% of GPU computing
resource is assigned to GPU tasks.
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Figure 15: Stacked GPU usage of GPU matrix multipli-
cation server and tpacf application (over 200ms).
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